IBCLC Practice Guide | HIPAA Compliance Checklist
HIPAA Compliance Checklist
A practical privacy, security, vendor, records, and annual review tool for an IBCLC practice.
	Important note
This checklist is an educational planning tool, not legal advice. Confirm whether your practice is a HIPAA covered entity or business associate based on your payer relationships, electronic transactions, vendor contracts, state privacy laws, and professional guidance.


HIPAA Compliance Snapshot
	Practice name
	 

	Owner / responsible person
	 

	Business structure
	 

	Primary state(s) of practice
	 

	Care settings
	 

	Payment / payer model
	


	Systems holding PHI or ePHI
	


	HIPAA status to verify
	



1. HIPAA Role & Applicability
Use this section to document why HIPAA does or does not apply to the practice, and where additional legal or billing guidance is needed.
	Checklist Item
	Status / Notes

	Determine whether the practice is a HIPAA covered entity.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Document whether the practice transmits standard electronic transactions, such as electronic claims, eligibility, or payment transactions.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Identify whether the practice acts as a business associate for another covered entity.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Clarify self-pay, insurance, Medicaid, superbill, and in-network payer workflows.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Review state privacy, minor consent, record retention, and professional licensing requirements.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Confirm the final determination with a qualified advisor when payer or vendor arrangements are unclear.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


2. Privacy Rule Basics
	Checklist Item
	Status / Notes

	Create and maintain a Notice of Privacy Practices, if required.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Define permitted uses and disclosures for treatment, payment, and health care operations.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Apply the minimum necessary standard when sharing PHI outside direct care needs.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Create a process for client record access requests.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Create a process for amendment or correction requests.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Use written authorization or release of information forms when sharing records outside permitted uses.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Document privacy-related complaints, requests, disclosures, and resolutions.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


3. Security Rule Safeguards for ePHI
Administrative Safeguards
	Checklist Item
	Status / Notes

	Assign a privacy/security responsible person.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Complete and document a security risk analysis for ePHI.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Create written privacy and security policies.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Limit workforce, contractor, or assistant access to the minimum needed.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Train anyone with access to PHI or ePHI.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Create contingency procedures for downtime, backup, and recovery.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


Physical Safeguards
	Checklist Item
	Status / Notes

	Secure laptops, phones, tablets, paper charts, and printed forms.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Protect privacy in home office, clinic, shared workspace, and home visit settings.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Use screen locks, private work areas, and secure paper storage.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Define how paper records are transported, stored, scanned, and destroyed.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Maintain a device inventory for equipment used to access ePHI.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


Technical Safeguards
	Checklist Item
	Status / Notes

	Use unique logins for every system that stores or accesses ePHI.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Use strong passwords and a password manager.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Turn on multi-factor authentication where available.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Use secure/encrypted systems for records, forms, email, messaging, and storage when possible.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Maintain backups for records and key business documents.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Review access logs or account activity when available.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


4. Business Associates & Vendors
List every tool, contractor, or platform that may create, receive, maintain, or transmit PHI or ePHI for the practice.
	Vendor / System
	PHI or ePHI Involved?
	BAA Needed / Status
	Notes

	EHR / charting system
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Scheduling platform
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Billing or claims platform
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Payment processor
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Email provider
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Online forms / intake platform
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Cloud storage
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Phone, text, or voicemail platform
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Website contact forms
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	

	Bookkeeper, biller, admin assistant, or virtual assistant
	☐ Yes  ☐ No  ☐ Unsure
	☐ Requested  ☐ Signed  ☐ N/A
	


5. Client Communication & Consent
	Checklist Item
	Status / Notes

	Use a communication consent form that explains email, text, voicemail, portal, and phone preferences.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Document whether clients understand that standard email/text may carry privacy risk unless using secure tools.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Set boundaries for social media direct messages and non-secure messaging.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Define response-time expectations and emergency/non-emergency communication limits.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Confirm where visit summaries, care plans, superbills, and records may be sent.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Use release forms before communicating with another provider, family member, employer, or payer when needed.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


6. Forms & Policies
	Checklist Item
	Status / Notes

	HIPAA Notice of Privacy Practices or privacy notice appropriate to the practice status.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Consent for treatment or lactation consultation.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Communication consent and texting/email preferences.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Release of information / authorization to disclose records.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Record request and amendment/correction process.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Payment policy with privacy-aware billing language.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Telehealth privacy and technology language, if telehealth is offered.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Incident and breach response policy.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


7. Records, Retention & Access
	Where records are stored
	


	Who has access
	


	How access is approved/removed
	


	Backup/export process
	


	Retention period by state/payer
	


	Record request process and timeline
	


	Release log location
	 

	Secure disposal method
	 


	Checklist Item
	Status / Notes

	Keep a consistent charting and file naming process.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Document visit notes, care plans, communications, and releases in the client record.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Create a reliable process for producing records when requested.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Use secure disposal for paper and electronic records at the end of retention period.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Review retention rules for each state where the practice operates.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


8. Incident & Breach Response
	Breach response reminder
A suspected privacy or security incident should be documented promptly. For unsecured PHI incidents, review HIPAA Breach Notification requirements and state law before deciding notification steps.


	Checklist Item
	Status / Notes

	Lost or stolen phone, laptop, tablet, paper chart, or printed form.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Email, text, fax, portal message, or document sent to the wrong recipient.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Hacked account, malware, phishing, or suspicious login activity.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Paper record exposure, misplaced forms, or unsecured home visit paperwork.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Vendor breach, platform outage, or unauthorized vendor access.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Suspected access by a person who should not have had access.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


	Date
	Incident / Concern
	Action Taken
	Notification / Status

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


9. Startup Gate Checklist
Complete these items before seeing clients or collecting health information through the practice.
	Checklist Item
	Status / Notes

	Privacy notice is drafted and ready to provide to clients, if required.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Treatment, communication, and release forms are ready.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Secure record storage is selected and tested.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Devices have screen locks, passwords, and multi-factor authentication where available.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Vendors have been reviewed for PHI/ePHI access and BAA status.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Incident response plan is written and accessible.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Record request workflow is documented.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Staff, contractors, and helpers have appropriate access limits and training.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


10. Annual Review
	Checklist Item
	Status / Notes

	Update the security risk analysis and document any changes.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Review vendors, BAAs, software, and access permissions.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Review privacy, communication, records, and incident policies.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Audit devices, passwords, MFA, and backup procedures.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Confirm staff or contractor training is complete.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Update privacy notice and forms when practice workflows change.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Review incident log and close any unresolved follow-up items.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:

	Confirm state-specific requirements and payer contract requirements.
	☐ Not started   ☐ In progress   ☐ Complete   ☐ N/A
Notes:


Advisor Questions
Does my practice qualify as a HIPAA covered entity based on billing, payer, or electronic transaction workflows?: ____________________________________________________________________________
Which vendors need a Business Associate Agreement?: ____________________________________________________________________________
What state-specific record retention and privacy rules apply to my practice?: ____________________________________________________________________________
How should I handle texting, email, and client-requested convenience communication?: ____________________________________________________________________________
What should my breach response process include for a solo or small IBCLC practice?: ____________________________________________________________________________
Source Notes
Federal anchor points reviewed for this checklist: HHS HIPAA Privacy Rule; HHS HIPAA Security Rule; HHS Breach Notification Rule.
	Use with judgment
This guide intentionally turns federal HIPAA concepts into a small-practice checklist. It does not replace a formal HIPAA risk analysis, legal advice, payer guidance, or state-specific compliance review.
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