HIPAA Technology Checklist
Review technology safeguards that support HIPAA-conscious workflows.
	Purpose
This checklist supports internal planning and does not replace legal or compliance advice.


Administrative Safeguards
	Owner / responsible person
________________________________
	Date started
________________________________
	Review date
________________________________


	[ ] Technology policies written
	[ ] Workforce access defined

	[ ] BAAs collected
	[ ] Incident process documented

	[ ] Termination access process defined
	[ ] Annual review scheduled

	[ ] Risk assessment completed
	[ ] Training completed


Technical Safeguards
	[ ] Unique logins required
	[ ] MFA enabled

	[ ] Strong passwords required
	[ ] Device encryption enabled

	[ ] Automatic screen lock enabled
	[ ] PHI backups protected

	[ ] Secure messaging used
	[ ] Audit logs available


Vendor Review
	Vendor / tool
	PHI involved?
	BAA status
	Safeguards / notes

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________


Action Plan
	Issue / gap
	Priority
	Owner
	Due date

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________

	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________
	
________________________________________________________________________________


Template note: Adapt for your state rules, payer requirements, HIPAA policies, and practice workflow before use.
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