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HIPAA Risk Assessment
A small-practice worksheet for identifying and reducing privacy/security risks.
	Important note
This worksheet supports a practical HIPAA security risk analysis, but it is not a substitute for formal legal or compliance review.


Practice Snapshot
	Practice name
	 

	Assessment date
	 

	Responsible person
	 

	Systems in scope
	 


Risk Areas to Assess
	Checklist Item
	Status / Notes

	Identify every place PHI/ePHI is created, received, maintained, or transmitted.
	☐ Not started  ☐ In progress  ☐ Complete  ☐ N/A
Notes:

	Review administrative safeguards: policies, training, access, incident response, contingency planning.
	☐ Not started  ☐ In progress  ☐ Complete  ☐ N/A
Notes:

	Review physical safeguards: devices, home office, printed records, travel, client privacy during visits.
	☐ Not started  ☐ In progress  ☐ Complete  ☐ N/A
Notes:

	Review technical safeguards: unique logins, MFA, encryption, backups, audit logs, secure messaging.
	☐ Not started  ☐ In progress  ☐ Complete  ☐ N/A
Notes:

	Rate likelihood and impact for each risk and document mitigation steps.
	☐ Not started  ☐ In progress  ☐ Complete  ☐ N/A
Notes:


Risk Register
	Risk / Vulnerability
	Likelihood
	Impact
	Mitigation / Owner
	Due Date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Advisor / Review Questions
Who owns this process?: ____________________________________________________________________________
What official source, payer contract, or portal confirms the requirement?: ____________________________________________________________________________
What needs to be reviewed before this document is used with clients, payers, or vendors?: ____________________________________________________________________________
What is the next deadline or follow-up date?: ____________________________________________________________________________
Source Notes
Helpful official reference points: HHS HIPAA Security Rule; HHS Breach Notification Rule.
	Use with judgment
Use this as a planning and tracking tool. Final requirements should be confirmed against payer contracts, official portals, state law, HIPAA guidance, and qualified professional advice for the specific practice.
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